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Sub-processor List: Ctrl Technologies (Pty) Ltd

Ctrl Technologies (Pty) Ltd

Sub-processor List for Ctrl Tower

1. Purpose

This Sub-processor List supplements the Ctrl Tower Privacy Notice (available at
ctrltechnologies.co.za/legal/Ctrl-Tower Privacy Notice.pdf) by identifying the named third-
party Sub-processors engaged by Ctrl Technologies (Pty) Ltd in connection with the Ctrl
Tower product.

The Ctrl Tower Privacy Notice describes Sub-processors by category. This document
identifies the specific Sub-processors currently engaged in each category.

2. Current Sub-processors

The following table lists Ctrl's current Sub-processors. We may add, change or remove Sub-
processors from time to time; the most recent version of this document is always available at
ctrltechnologies.co.za/legal/CTC Subprocessor_List.pdf. The "Date of last revision" on the
front page reflects the date this document was most recently updated.

Sub-processor Category Service Location
Amazon Web Services Cloud hosting Primary cloud infrastructure and EU, Ireland
EMEA SARL and database database for Ctrl Tower (eu-west-1,

Ireland region)

Amazon Web Services, Identity and User authentication and identity EU, Ireland
Inc. (AWS Cognito) authentication management for Ctrl Tower
Sudonum (Pty) Ltd Voice Provisioning of telephone numbers, South Africa
telephony routing of voice calls, and call
recording
Meta Platforms, Inc. Messaging WhatsApp Cloud API for routing of Global
platform WhatsApp messages between Users

and End-Customers

Resend, Inc. Email delivery Transactional email delivery (e.g. EU, Ireland
notifications, password resets, system
messages)
3. Selection

We select Sub-processors who meet industry-recognized standards for security and privacy
compliance and where possible, are globally recognised and used.
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4. Changes and notifications

4.1 We may add, change or remove Sub-processors from time to time as needed to operate
and improve Ctrl Tower.

4.2 We notify Subscribers of material changes (such as the addition of a new Sub-processor
handling End-Customer Personal Information, or the relocation of a Sub-processor to a
different jurisdiction) by:

4.2.1 updating this document at ctritechnologies.co.za/legal/sub-processors; and

4.2.2 sending an in-product notice to Subscribers with administrative privileges, or an email
to the Subscriber's nominated operational contact.

4.3 Subscribers may object to the addition or change of a Sub-processor on reasonable
grounds related to data protection by notifying Ctrl in writing within 14 (fourteen) days of
receiving notice of the change. If the parties cannot agree on a resolution, the Subscriber
may terminate the affected Ctrl Tower services in accordance with the MSA.

5. Contact

For questions about this Sub-processor List, contact our Information Officer:

Email: security@ctritechnologies.co.za
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