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Ctrl Technologies (Pty) Ltd 

Ctrl Tower Privacy Notice 

1. Introduction 

This Ctrl Tower Privacy Notice (the "Notice") describes how Ctrl Technologies (Pty) Ltd 

("Ctrl", "we", "us") processes Personal Information in connection with the Ctrl Tower product. 

It supplements the Ctrl Technologies Privacy Policy (the "Corporate Policy"), available at 

www.ctrltechnologies.co.za/legal/CTC_Privacy_Policy.pdf , and applies specifically to Ctrl 

Tower. 

Where this Notice contains terms specific to Ctrl Tower, those terms prevail over the 

Corporate Policy in respect of Ctrl Tower processing. 

Capitalised terms used but not defined in this Notice have the meanings given to them in the 

Corporate Policy or in the Ctrl Tower Master Subscription Agreement (the "MSA"). 

2. Who this Notice is for 

This Notice applies in three contexts. The role we play differs between them, and you should 

read the section that applies to you. 

2.1 Ctrl Tower Users 

You are a User if you have been granted access to Ctrl Tower by a Subscriber dealership in 

a role such as F&I Manager, F&I Agent, F&I Assistant or Marketing User. We process your 

Personal Information as Responsible Party for the purposes described in section 4. 

2.2 End-Customers 

You are an End-Customer if you are a natural person whose information is processed 

through Ctrl Tower because you are (or may become) a customer of a dealership that uses 

Ctrl Tower. The dealership is the Responsible Party for your Personal Information; Ctrl 

processes it as Operator on the dealership's behalf. Section 5 describes what we do. 

2.3 Subscribers 

You are a Subscriber if you are the legal entity (typically a dealership or dealership group) 

that has subscribed to Ctrl Tower. Section 6 describes the processing relevant to your 

relationship with us. 

3. Definitions specific to this Notice 

3.1 "End-Customer" means a natural person who is, was or may become a customer of a 

Subscriber dealership and with whom Users communicate via Ctrl Tower; 

3.2 "End-Customer Data" means any data and information (including Personal Information) 

of an End-Customer that is processed through Ctrl Tower; 

http://www.ctrltechnologies.co.za/legal/CTC_Privacy_Policy.pdf
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3.3 "Operator" has the meaning given to it in POPIA (equivalent to a "processor" under 

similar laws); 

3.4 "Responsible Party" has the meaning given to it in POPIA (equivalent to a "controller" 

under similar laws); 

3.5 "Sub-processor" means a third party engaged by Ctrl to process Personal Information on 

Ctrl's behalf in providing Ctrl Tower; 

3.6 "Sub-processor List" means the list of categories of Sub-processors and current named 

Sub-processors maintained by Ctrl at 

www.ctrltechnologies.co.za/legal/CTC_Subprocessor_List.pdf; 

3.7 "Subscriber" means the legal entity that has subscribed to Ctrl Tower; 

3.8 "User" means a natural person granted access to Ctrl Tower by a Subscriber. 

4. Ctrl Tower Users — Ctrl as Responsible Party 

4.1 Categories of Personal Information 

We process the following categories of Personal Information about Users: 

4.1.1 Identifying information: name, business email address, telephone number, role at the 

Subscriber dealership; 

4.1.2 Authentication data: login credentials, multi-factor authentication tokens, login 

timestamps, IP addresses, browser and device information; 

4.1.3 User behaviour analytics: pages visited within Ctrl Tower, actions taken, features used, 

performance metrics, error logs and similar telemetry; 

4.1.4 Communication metadata: which conversations the User participates in, when 

messages are sent, internal notes made; 

4.1.5 Voluntary information: support requests, feedback and survey responses. 

4.2 Purposes 

We process this Personal Information as Responsible Party for the following purposes: 

4.2.1 provisioning and managing access to Ctrl Tower; 

4.2.2 authenticating Users and securing accounts; 

4.2.3 providing the Ctrl Tower service to the Subscriber, including team management 

features; 

4.2.4 billing and reconciliation (including counting active seats); 

4.2.5 product improvement, including identifying friction points and improving the user 

experience; 

4.2.6 security monitoring, fraud prevention and detection of misuse; 

4.2.7 reporting to the Subscriber on team usage and performance; 

4.2.8 technical support and customer service; 

https://ctrltechnologies.co.za/legal/CTC_Subprocessor_List.pdf
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4.2.9 compliance with legal and regulatory obligations. 

4.3 Lawful basis 

We rely on (i) performance of the contract between us and the Subscriber (and the User 

Acceptable Use Terms between us and the User), (ii) our and the Subscriber's legitimate 

interests in operating, securing and improving Ctrl Tower, (iii) consent where applicable, and 

(iv) compliance with legal obligations. 

5. End-Customers — Ctrl as Operator 

Where you are an End-Customer of a Subscriber dealership, the Subscriber is the 

Responsible Party for your Personal Information. Ctrl processes that Personal Information as 

Operator on the Subscriber's behalf and on the Subscriber's documented instructions. For 

full details of how the Subscriber collects and uses your Personal Information, please consult 

the Subscriber's own privacy notice. This section explains what Ctrl does on the Subscriber's 

behalf. 

5.1 Categories of Personal Information Ctrl processes 

5.1.1 Identifying information: name, surname, identity number, date of birth, contact details; 

5.1.2 Conversation content: WhatsApp messages exchanged with the dealership, voice 

notes (and their transcriptions), voice call recordings (and their transcriptions); 

5.1.3 Compliance information: information required by the dealership to meet regulatory 

obligations under FICA, FAIS, the National Credit Act and other applicable law (including 

identity documents, proof of income and proof of address); 

5.1.4 Vehicle and transaction information: information relating to the vehicle being financed 

or purchased, the proposed finance arrangement, and value-added products; 

5.1.5 Technical metadata: timestamps, message identifiers and similar technical data. 

5.2 Voice calls and recording 

Where Ctrl Tower is used to make or receive voice calls with End-Customers, calls may be 

recorded. A short notification is played at the start of outbound calls to assist with End-

Customer awareness. The Subscriber dealership is responsible under POPIA and the 

Regulation of Interception of Communications and Provision of Communication-related 

Information Act 70 of 2002 ("RICA") for obtaining all necessary consents and authorisations 

for the recording. Recordings are stored in association with the Subscriber's record of the 

End-Customer relationship. 

5.3 AI processing 

Some of the Personal Information processed through Ctrl Tower is transmitted to third-party 

artificial intelligence service providers to enable features such as suggested replies, 

conversation and client summaries, and audio transcription. The data minimisation principles 

described in section 7 of this Notice apply to such transmissions. 
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As at the date of last revision of this Notice, the AI providers used by Ctrl: (i) do not use End-

Customer Personal Information transmitted via their commercial application programming 

interfaces to train their underlying models; and (ii) are configured on the shortest data 

retention option commercially available to Ctrl under the relevant provider's standard 

commercial terms, which as at the date of this Notice means data is retained only for trust-

and-safety and abuse-prevention purposes for periods of up to 30 (thirty) days, after which it 

is deleted. We use reasonable endeavours to monitor for material changes to AI providers' 

data handling practices, and to either disclose such changes (by updating this Notice or the 

Sub-processor List) or migrate to alternative providers whose practices align with this 

position. We will not knowingly add an AI provider that uses End-Customer Personal 

Information to train its underlying models without prior notice. 

5.4 Special Personal Information 

Where processing of End-Customer Personal Information through Ctrl Tower involves 

Special Personal Information (as defined in section 26 of POPIA), the Subscriber is 

responsible for ensuring a lawful basis under sections 27 to 33 of POPIA. Ctrl processes 

such Special Personal Information only as Operator and only on the Subscriber's 

documented instructions. 

5.5 End-Customer rights 

To exercise your rights as a data subject (including to access, correct, delete or object to 

processing of your Personal Information), please contact the Subscriber dealership directly 

in the first instance. The Subscriber will engage Ctrl as Operator if our assistance is 

required. If you cannot resolve a matter with the Subscriber, you may contact Ctrl using the 

contact details in section 11. 

6. Subscribers 

If you are a Subscriber, the Personal Information we process about you (in the persons of 

your directors, authorised signatories and operational contacts) is processed for the 

purposes of contract management, billing, support, account administration and related 

business communication. This processing is governed by the Corporate Policy. 

7. Sub-processors and Sharing 

We engage Sub-processors to assist us in providing Ctrl Tower. We share Personal 

Information with the following categories of recipients: 

7.1 Cloud hosting and database service providers; 

7.2 Identity and authentication providers; 

7.3 Artificial intelligence service providers (for suggested replies, summaries and audio 

transcription); 

7.4 Voice telephony providers (for the provisioning of telephone numbers, routing of voice 

calls and call recording); 
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7.5 Messaging platform providers (for the routing of WhatsApp messages via the WhatsApp 

Cloud API); 

7.6 Email delivery providers; 

7.7 Members of the CTRL Group, including affiliates and associated entities; 

7.8 Payment processors and financial institutions; 

7.9 Professional advisers including lawyers, auditors and consultants; 

7.10 Third parties where required by law (including regulatory authorities, courts and law 

enforcement). 

A current list of named Sub-processors corresponding to these categories is maintained at 

ctrltechnologies.co.za/legal/sub-processors (the "Sub-processor List"). We may add, change 

or remove Sub-processors from time to time, and we notify Subscribers of material changes 

by updating the Sub-processor List or by in-product notice. 

We impose data protection obligations on each Sub-processor that are substantially similar 

to those imposed on Ctrl in this Notice and the MSA. We commit to data minimisation in 

connection with the use of Sub-processors that process End-Customer Personal Information 

on our behalf: we transmit only the minimum data reasonably necessary for the relevant 

processing task, and take reasonable steps to avoid transmitting Special Personal 

Information to Sub-processors unless strictly necessary. 

 

8. Requests from public authorities 

Where Ctrl receives a request from a public authority, regulator, court or law enforcement 

agency for Personal Information processed through Ctrl Tower, Ctrl will:  

(a) review the request to verify its legality, scope and validity under applicable law before 

responding;  

(b) where the request relates to End-Customer Data for which Ctrl acts as Operator, notify 

and refer the requesting authority to the relevant Subscriber as Responsible Party, unless 

legally prohibited from doing so;  

(c) challenge, or support the Subscriber in challenging, any request that Ctrl reasonably 

considers unlawful, overbroad or invalid;  

(d) where disclosure is legally required, disclose only the minimum Personal Information 

necessary to comply with the request; and  

(e) maintain a record of each request received, including the legal basis asserted, the parties 

involved, Ctrl's legal assessment, and the response given. 

 

9. Cross-border transfers (section 72 POPIA) 

Some of our processing involves the transfer of Personal Information to recipients in 

countries outside South Africa. Our primary cloud hosting is in Ireland. Certain other 
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services, including artificial intelligence and messaging, may involve transfers to other 

jurisdictions, including the United States of America. 

Such transfers are made only where: 

9.1 the recipient is subject to a law, binding corporate rules or binding agreement that 

provides an adequate level of protection in line with section 72 of POPIA; 

9.2 you have provided explicit consent to the transfer after being informed of the risks; 

9.3 the transfer is necessary for the performance of a contract between you and us, or for 

pre-contractual measures taken in response to your request; 

9.4 the transfer is for your benefit and it is not reasonably practicable to obtain your consent, 

and if it were practicable you would be likely to give it; or 

9.5 the transfer is necessary for a contract concluded in your interest between us and a third 

party. 

The Sub-processor List identifies the jurisdictions in which our current Sub-processors are 

located. 

10. Retention and deletion 

10.1 Ctrl retains User data and End-Customer Data in accordance with the retention rules 

set out in our data retention schedule and the documented instructions of the Subscriber. 

10.2 On termination of the Subscriber's MSA, Ctrl will, at the Subscriber's written instruction 

provided within 30 days of termination, either return End-Customer Data to the Subscriber in 

a reasonable machine-readable format or delete it, save where retention is required by 

applicable law. Absent instructions within that 30-day period, Ctrl may delete End-Customer 

Data. 

10.3 Sub-processors apply their own retention windows for the purpose of trust-and-safety 

and abuse-prevention monitoring. These are reflected, in summary form, in the Sub-

processor List. 

11. Security 

Ctrl implements appropriate technical and organisational measures to secure Personal 

Information in Ctrl Tower, including: 

11.1 access controls and multi-factor authentication; 

11.2 encryption of data in transit and at rest; 

11.3 secrets management (with no secrets stored in client-side bundles or source control); 

11.4 segregation of development and production environments; 

11.5 network management, intrusion prevention and detection; 

11.6 regular security assessments and vulnerability management; 

11.7 staff training on data protection; 
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11.8 incident response procedures; 

11.9 an Information Security Management System aligned with ISO/IEC 27002. 

Ctrl notifies affected parties and the Information Regulator of any Personal Information 

breach as required under POPIA. 

12. Acceptance, changes and contact 

12.1 Acceptance 

By using Ctrl Tower, you consent to the processing of your Personal Information as 

described in this Notice, to the extent applicable to your role (User, End-Customer or 

Subscriber). 

12.2 Changes 

We may update this Notice from time to time. We will notify Subscribers and Users of 

material changes by posting the updated Notice on our website and by in-product notice or 

email. 

12.3 Contact 

For any enquiries regarding this Notice, please contact our Information Officer: 

Name: Pieter Jacobus Venter 

Tel: 27832870250 

Email: security@ctrltechnologies.co.za 

For general queries: info@ctrltechnologies.co.za 

If you are not satisfied with our response, you may lodge a complaint with the Information 

Regulator of South Africa: 

Website: www.justice.gov.za/inforeg/ 

Email: inforeg@justice.gov.za 

Telephone: 012 406 4818 

13. Governing law 

This Notice is governed by South African law, including POPIA and other applicable data 

protection legislation. 


